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Abstrak—Tulisan ini membahas perbandingan hasil concluded that the best algorithm for implementing OTP

pengujian algoritma OTP (One Time Password) pada dua
enkripsi yaitu SHA512 dan MD5 yang diterapkan pada
Aplikasi Rekonsiliasi Dinas Pemberdayaan Masyarakat
dan Desa Kabupaten Sukabumi. Studi ini menggunakan
metode Vulnerability Assessment and Penetration Testing
(VAPT), yang menggabungkan dua bentuk pengujian
kerentanan untuk mencapai analisis kerentanan yang jauh
lebih lengkap dengan melakukan tugas yang berbeda di
area fokus yang sama. Penilaian kerentanan menggunakan
metode Common Vulnerability Scoring System (CVSS).
Hasil penelitian menunjukkan bahwa metode Vulnerability
Assessment and Penetration Testing (VAPT) terbukti
mampu mengidentifikasi tingkat kerentanan keamanan
pada Aplikasi Rekonsiliasi di Dinas Pemberdayaan
Masyarakat dan Desa Kabupaten Sukabumi dengan skor
tingkat kerentanan 5,3 pada lingkungan SHA512 dengan
peringkat sedang dan 7,5 di lingkungan MD5. dengan
peringkat tinggi. Jadi, dapat disimpulkan bahwa algoritma
terbaik untuk mengimplementasikan OTP adalah SHA512.

Kata Kunci— OTP, SHA512, MD5, VAPT, CVSS

Abstract—This paper discusses the comparison of the
results of testing the OTP (One Time Password)
algorithm on two encryptions, namely SHA512 and MD5
which are applied to the Reconciliation Application of the
Dinas Pemberdayaan Masyarakat dan Desa Kabupaten
Sukabumi. This study uses the Vulnerability Assessment
and Penetration Testing (VAPT) method, which combines
two forms of vulnerability testing to achieve a much more
complete vulnerability analysis by performing different
tasks in the same focus area. The vulnerability assessment
uses the Common Vulnerability Scoring System (CVSS)
method. The results showed that the Vulnerability
Assessment and Penetration Testing (VAPT) method was
proven to be able to identify the level of security
vulnerability in the Reconciliation Application at the
Dinas Pemberdayaan Masyarakat dan Desa Kabupaten
Sukabumi with a vulnerability level score of 5.3 in the
SHAA512 environment with a medium rating and 7.5 in the
MD5 environment. with high ratings. So, it can be

is SHA512.
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I. INTRODUCTION

The Dinas Pemberdayaan Masyarakat dan Desa
Kabupaten Sukabumi is a government agency that applies
information technology to support daily work processes. The
Reconciliation Application which is one of the assets of the
Dinas Pemberdayaan Masyarakat dan Desa Kabupaten
Sukabumi is a village financial application that functions to
control village finances which includes financial input and
financial realization. However, at this time, the
Reconciliation Application has not implemented a good
security system, so application security is currently very
vulnerable to cyber-attacks. In addition, to ensure its security,
it is necessary to test the system security on the application.

Observing this problem, it is necessary to improve
system security by implementing two factor authentication,
one of which uses One Time Password (OTP). OTP is an
authentication method that uses a password that always
changes every login, or changes every certain time interval.
It can also be called a password that is only valid for a single
login session [1]. The OTP algorithms tested in this study
were SHA512 and MD5.

SHAS512 is an algorithm that uses a one-way hash
function created by Ron Rivest [2] and is a development of
the SHAQ, SHAL, SHA256, and SHA384 algorithms. The
hash itself functions to accept an input string of any length
and convert a string whose output length remains the same
[3]. The SHA512 algorithm itself is used when generating
random codes as an OTP code generator. The SHA512
function produces a message digest with a size of 512 bits and
a block length of 1024 bits. In SHA512 there are 80 rounds
and for padding bits it is done as in sha-1, but the block size
in SHA512 becomes 1024 bits [4]. While the MD5 algorithm
was designed by Ron Rivest whose use is very popular among
the open-source community as a checksum for downloadable
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files [5] which has a block size of 512 bits with a digest size
of 128 bits.

The web security testing tool for both SHA512 and
MD?5 algorithms in this study is the burp suite, which is a
Java-based integrated platform for conducting security
testing of web applications. Burp suite in general is a web
penetration testing framework. This tool is specially made for
web applications. Burp suite is now used by most
professional testers as part of industry standard penetration
tools. In the system security testing process, a combination of
two forms of vulnerability testing is used to achieve a much
more complete vulnerability analysis by performing different
tasks in the same focus area, known as Vulnerability
Assessment Penetration Testing (VAPT) [6]. Therefore, in
this study, vulnerability testing of the reconciliation
application system will be carried out using the VAPT
method [9].

1. METHOD

The research method used is the penetration testing
method which refers to a security test framework for a web
application system, namely Vulnerability Assessment
Penetration Testing (VAPT). VAPT itself is a combination of
two Vulnerability Assessment and Penetration Testing
activities, where Vulnerability Assessment is an activity that
includes the process of examining a security vulnerability of
a web application. While Penetration Testing is a process of
simulating attacks on vulnerabilities found on the web and
exploring them. The testing process using the VATP
framework contains 9 necessary stages as shown in the
following figure [7].

Reconnaissance
Vulnerability Detection
Information Analysis ang Planning
Penetration Testing
Privilege Escalation
REPFGEINSY

Reporting

il

Clean-up

Figure 1. VAPT Framework

Based on Figure 1, this testing phase begins with the
scope step (determining the focus of the test, namely
information technology assets belonging to the Dinas
Pemberdayaan Masyarakat dan Desa Kabupaten Sukabumi,
namely the Reconciliation Application), reconnaissance (at
this stage information is collected as a basis for targets related
to the system will be tested for vulnerability , such as ip
address and hosting using domain tools), vulnerability
detection (at this stage the process of finding information

about security vulnerabilities in the Reconciliation
Application using the burp suite tools on the OTP that has
been applied is carried out. After finding vulnerabilities, the
results are then used as a basis in the planning stage next),
information analysis and planning (at this stage analysis and
test planning is carried out, namely looking for security
vulnerabilities.

This analysis and planning will later be used in the
penetration testing process), penetration testing (at this stage
sim ulation of attacks on information technology assets of the
Dinas Pemberdayaan Masyarakat dan Desa Kabupaten
Sukabumi, namely the Reconciliation Application, namely
by brute force), privilege escalation (at this stage the
vulnerability exploitation process is carried out by utilizing
information on vulnerabilities from the results of the
penetration testing process), result analysis, reporting and
clean-up (at this stage the preparation of a report on the
results of the previous stages of testing is carried out).
Vulnerability Assessment refers to the standardization of
OWASP (Open Web Application Security Project) as well as
penetration testing by conducting penetration testing
according to standards.

This study then compares the results of the application
of the two SHA512 and MDS5 algorithms in the
Reconciliation Application of the Dinas Pemberdayaan
Masyarakat dan Desa Kabupaten Sukabumi through the OTP
flow in the figure 2. Based on Figure 2, the flow of the
application that will be developed using SHA512 and MD5
to generate a time-based OTP code is synchronized directly
with the server in the verification of the OTP code so that it
can access into the system. The steps for generating the OTP
code are that the user enters the username and password on
the login page, then it will be processed by SHA512 or MD5,
then the OTP code will be sent to the user's telegram
application who will log in [8]. Furthermore, the two
algorithms are tested and assessed using the CVSS
calculation in table 1 and figure 3 below.

Proses
SHA-512 / MD3

User Auth Login

N
X

Kode OTP Server

Figure 2. OTP Flow

Auth OTP

Table 1. CVSS Score

Rating Base Score
None 0,0
Low 0,1-39

Medium 4,0-6,9
High 7,0-8,9
Critical 9,0 -10,0
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Flgure 3. CVSS Calculatlon

Base score:

If (Impact sub score <= 0) else, 0)

Scope Unchanged Round up (Minimum [(Impact +
Exploitability), 10])

Scope Changed Round up (Minimum [1.08 x (Impact +
Exploitability),10])

Impact sub score

Scope Unchanged 6.42 x ISCBase

Scope Changed 7.52 x [ISCBase-0.029]-3.25 x [ISCBase-
0.02]

Impact sub score:
ISCBase = 1 — [(1-ImpactConf) x (1-Impactinteg) x (1-
ImpactAvail)]

Exploitability sub score:
8.22 x AttackVector x AttackComplexity x PriviligeRequired
x Userlnteraction

Vulnerability level testing uses a scoring system from the
(CVSS) Common vulnerability Scoring System as a standard
for calculating the level of a vulnerability in the system with
a vulnerability level value as shown in table 2.

Table 2. Vulnerability Level of CVSS

Rating Base Score Range
None 0,0
Low 0,1-39
Medium 40-6,9
High 7,0-89
Critical 9,0 -10,0

I1l. RESULTS AND DISCUSSION

The level scoring test refers to the Common
Vulnerability and Exposure (CVE) where CVE is a list that
displays any security information, both on software and
firmware that are vulnerable to cyber-attacks. This test is
done technically to prove the scoring level on vulnerability.
After obtaining wvulnerabilities for both the SHA512
environment and MD5 algorithms, further testing is carried
out on the technical login page (intruder positions process).
This test is carried out on the SHA512 environment and MD5
algorithms using tools, namely the burp suite as a scanner as
well as the executor, so that the target being analyzed has
bugs so that the system can be hacked. Testing the
vulnerability of this target using brute force techniques.

Tabel 3. CVSS Formula SHA512
Base Metric Evaluasi Skor
Attack Vector Network 0,85

Attack Complexity High 0,44
Privileges Required Low 0,62
User Interaction None 0,85
Scope Unchanged 0,68
Confidentiality High 0,56
Integrity None 0
Availability None 0

Base Formula
CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N
ISS =1 - [(1-Confidentiality) x (1-Integrity) x (1-Availability)]

Impact If Scope is Unchanged = 6.42 x ISS
Exploitability = 8.22 x AttackVector x AttackComplexity x
PrivilegesRequired x Userlnteraction
ISS =1 - @ - 056 x (1

=1-(0.44)

=0.56
Impact If Scope is Unchanged = 6.42 x 0.56

=36
Exploitability = 8.22 x 0.85 x 0.44 x 0.62 x 0.85
=16

Impact + Exploitability = 3.6 + 1.6 =5.3
Base Score if scope is unchanged = round up (5.3, 10) =5.3

-0 x (@ -0

After the intruder positions are executed, the payload
sets configuration is then performed, before brute force
testing is performed. At this stage, the burp suite will input
the possible username and password used. Furthermore, brute
force attack testing was carried out on the SHA512
environment and MD5. Then testing the results of the brute
force attack on the rendering menu, it appears directly on the
OTP page. Furthermore, the configuration of the intruder
positions and payload before testing is carried out. The
penetration process was successfully carried out by obtaining
an OTP code when testing with a brute force attack was
carried out. The next process equates the OTP code sent on
telegram with the test results on the SHA512 environment
and MD5.

The results of testing the SHA512 Environment
vulnerability level are presented in table 3 and figure 4.

Base Score Metrics

Exploitability Metrics Scope (5)*

Attack Vector (AV)* Changed IS:C)
Adjacent Network (AV:A)  Local (AV:L)  Physical (AV-P) Impact Metrics
Attack Complexity (AC)* Confidentiality Impact (C)*
Low AC None(CN) | Low(C:L)
Privileges Required (PR)* Integrity Impact (1)*
Mone (PR:N; nn PR:H) IEETIETN Low () High (EH

Availability Impact (A)*

[Tl Low (ALl High(aH)

User Interaction

Base Scores

4.0 g
3.6

0.0 - - e

Base Impact Exploitability
Figure 4. Base Score Metrics SHA512

Based on table 3 and figure 4, it is found that the vulnerability
level of the SHA512 algorithm is at the medium level.

The results of testing the MD5 vulnerability level can
be seen in table 4 and figure 5.
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Tabel 4. CVSS Formula MD5

Base Metric Evaluasi Skor
Attack Vector Network 0,85
Attack Complexity High 0,44
Privileges Required Low 0,62
User Interaction None 0,85
Scope Unchanged 0,68
Confidentiality High 0,56
Integrity None 0,56
Availability None 0.56

Base Formula
CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N
ISS=1-[ (1 - Confidentiality) x (1 - Integrity) x (1 - Availability)]
Impact If Scope is Unchanged = 6,42 x ISS Exploitability = 8,22 x
AttackVector x AttackComplexity x PrivilegesRequired x

Userlnteraction
ISS =1 -] (@1 - 056) x (1 — 056) x (1 — 0,56)]
=1-(0,085)
=0,914
Impact If Scope is Unchanged = 6,42 x 0,914
=59
Exploitability = 8.22 x 0.85 x 0.44 x 0.62 x 0.85
=16
Impact + Exploitability =59 + 1,6 = 7,5
Base Score if scope is unchanged = round up (7,5, 10) = 7,5

Base Score Metrics

Exploitability Metrics Scope (S)*
Attack Vector (AV)* Changed (S:C)
Adjacent Network (AV:A)  Local (AV:L)  Physical (AV:P) Impact Metrics
Attack Complexity (AC)* Confidentiality Impact (C)*

Low (AC:L) (RN High (C:H)
Privileges Required (PR)* Integrity Impact (I)*

None (PR:N) High (PR:H) None (:N)  Low(:L) [IEFRICION

User Interaction (UI)* Availability Impact (A)*

[TECOENN Required (ULR) None (AN)  Low (AL)

Base Scores

5.9

0.0 - - e

Base Impact Exploitability
Figure 5. Base Score Metrics MD5

Based on Figure 4, it is obtained that Based on Figure 5, it is
found that the MD5 Algorithm Vulnerability level is at a high
level.

IVV. CONCLUSION

The results of testing security vulnerabilities in the
Reconciliation Application of the Dinas Pemberdayaan
Masyarakat dan Desa Kabupaten Sukabumi using the
Vulnerability Assessment and Penetration Testing (VAPT)
method and the blackbox testing approach resulted in the
level of vulnerability values being medium in the SHA512
environment and in the MD5 environment with high
vulnerability values. From the test results, it is identified that

there is a vulnerability in the browser session and the use of
an inappropriate hash function, which has the potential to
carry out a brute force attack.
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